
Cybersecurity
in Energy

What is going on in the field?





Typical current problems

Legacy systems

Lack in system segregation

Lack in understanding on systems and networks

Control of outside dependencies

Sharing of security data



Dale Peterson, https://dale-peterson.com/2019/02/11/is-the-purdue-model-dead/



Attack trends

Consolidation of technologies -> commoditization of attacks

Same attacks can be used against any systems

Faster cycle in deploying new attacks

Advanced attacks become public -> attacks in the standard toolbox

Attacks to weak links in the supply chain

Hybrid attacks and widespread scamming are the new normal



By Bartz/Stockmar, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=69505750



Some NCSC-FI 
services

What are we doing in the field?



NCSC-FI Cyber Resilience Framework –
Self Assessment Tool



Situational awareness

Our industry-specific mailing lists 
are:

 State administration
 Public administration
 Defence industry
 Energy sector
 FSI
 Industrial automation
 Chemical and processing 

industry
 Logistics
 Food industry

 Healthcare
 Industrial enterprises
 Component and product 

manufacturers
 ICT sector
 Media
 Cyber security consultants and 

consulting firms
 Information security researchers
 CERT operators

Situational awareness products provide up-to-date information on events and trends 
affecting cyber security.



Cooperation networks

Information sharing groups 
(ISACs) enable:

 Confidential information sharing and 
discussion about information security related 
matters

 Improving and enhancing information 
security know-how within participating 
organisations

 Developing the overall situational awareness 
of the NCSC-FI

 Developing the cyber security both within 
the industry and across the society.

ISACs have been established on the 
following industries:

 Central government
 Internet service providers (ISPs)
 Energy sector
 Chemical and forest industry
 Banks
 Media
 Food production and distribution
 Social welfare and healthcare
 Logistics
 Water
 (Software manufacturers)

Information sharing and analysis centres (ISACs) share information about cyber 
threats and trends.



Cyber exercises

 We support critical infrastructure providers’ 
cyber preparedness by providing exercise 
support services.

 We offer professional support and materials 
both for conducting the exercise and for 
planning realistic scenarios, based on real-life 
cyber incidents.

 Organisation's ability to react to cyber incidents 
can be improved and practiced with cyber 
exercises. This helps in shortening and reducing 
the impact of the incident.

 https://www.kyberturvallisuuskeskus.fi/en/our-
services/exercises

https://www.kyberturvallisuuskeskus.fi/en/our-services/exercises
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